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Security Top Conferences

0 Security

» |ISOC Network and Distributed System Security
(NDSS)

- |EEE Symposium on Security & Privacy (S&P,
Oakland)

> Usenix Security
> ACM Computer and Communication Security (CCS)

a Crypto

> |ACR International Cryptology Conference (Crypto)
> |ACR European Cryptology Conference (EuroCrypt)




Other Related Top Conferences

a Computer architecture: ASPLOS, ISCA, MICRO

a Al, Machine Learning: AAAI, ICML, KDD, NIPS,
WWW

a Computer networks: SIGCOMM, NSDI
2 Mobile computing: MobiCom, MobiSys
0 Measurement: IMC

0 Operating systems: OSDI, SOSP
0 Programming languages: PLDI, POPL
2 Human-computer interaction: CHI




Acceptance Rate
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2019 17% (521) 12% (679) 16% (934)
2p18 21.5% 11.5% 19.1% 16.6%
2017 16% 13% 16.3% 17.9%

2016 15.4%(60/389) 13.3%(55/413) 15.6%(72/463) 16.5%(137/831)
2015 16.9%(51/302) 13.5%(55/407) 15.7%(67/426) 19.8%(128/646)
2014 18.6%(55/295) 13%(44/334) 19%(67/350) 19.5%(114/585)
2013 18.8%(47/250) 12%(38/315) 15.9%(44/277) 19.8%(105/530)
2012  18%(46/258) 13%(40/307) 19.4%(43/222) 18.9%(80/423)

2011  20%(28/139) 11%(34/306) 17%(35/20)  14%(60/429)




20 AM™: Red Ocean

0 ™LA B2 Red Ocean
- Oll: Android, Software Security, System Security
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» 7t 2%t A: Up to date information, ...




HOf M™: Blue Ocean
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0 “volte security cellular”, “3d printer security”,
“medical device securlty” “drone security’, ...
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a A, Complex Network Analysis, Low Level HW, ...
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> Intro, Background, Attack Overview, Attack Design, Experiment, ...
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o 20[A OfOF7|et 2= A +
» = A follow Of7|

- CHE E0Fe| =& & (AT ME2 2027
- Blackhat, Defcon & 4 AL T A EH follow up
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- EE2 Z4 HIE: GPS, M A, Telematics, 2= E |0,
= YO0 E, OS, Fail Safe
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- Related Work, &+ &8, Z1t improve, ...
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0 Intro — Background - Overview and Target System —

Attack model — Vulnerabillities and Exploits —
Evaluation — Discussion — Related Work™ -
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Title, Abstract

0 M=2 sexydStA. HF &2 A=2 wm £X5= OK
> When Cellular Networks Met IPv6: Security Problems of Middleboxes in IPv6
Cellular Networks

> Frying PAN: Dissecting Customized Protocol for Personal Area Network

> FirmAE: Towards Large-Scale Emulation of loT Firmware for Dynamic
Analysis

> Hiding in Plain Signal: Physical Signal Overshadowing Attack on LTE
> Touching the Untouchables: Dynamic Security Analysis of the LTE Control
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Intro
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Background

a LF9| contributionO| Ot Zd=.
a0 AL === O|dljot=0 & €%t A=

=
L J|E 0|2, EA 2OF, B AIAH,

242 80| MB =20| XAYE. B A
LT




Attack Model
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Overview
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Vulnerabillities and Exploits
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Evaluation

054 ==0A 7HY S2%F A & StLI7} evaluation
2 Theoretical evaluation, Experimental results,
Empirical results, Numerical results, ...
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0 Comprehensive and precise




Discussion
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Related Work and Bibliography

0

a U7t O] =0r0f Lforo] Eo9] 555 A=
Fel= ME0Hol| thet =8

o OH| =OF0 ThotO] ==, ST AWTL FH, 7

S Y 5 A= LIRS O AH

> == S ROHL|E2 BO| 55K A2 L2 ZIE

—

a StructuringO| €8
a PC member == M7HF7| :-)




Concluding Remarks and Future Work
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Responsible Disclosure and Open Source

0 54 =0 LS M= Responsible Disclosures
off OFSkL.
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Questions?

a Yongdae Kim

» emall: yongdaek@kailist.ac.kr

> Home: http://syssec.kaist.ac.kr/~yongdaek

» Facebook: https://www.facebook.com/y0Ongdaek

> Twitter: https://twitter.com/yongdaek

» Google “Yongdae Kim”
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